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1 AuHoTanug

Hactosmee PykoBOACTBO COAEpKUT CBEACHHUS O Ha3HAaYeHUM M (QYHKIMSIX AreHTa
Mounwutopunra (AM) mo mporokomy SNMP; o TexHHMueckuX cpeacTBax, 00eCIeYHBAIOIINX
BBITMIOJTHEHUE MPOrPaMMBbI;, O CTPYKTYpe M HACTpOHKe MpOrpamMMmbl; a TakKe OMUCaHHE CIOCOO0B
MIPOBEPKHU, TIO3BOJISIONIUX JIATh 3aKIOUEHHE 0 paboTocrocobHocTH AM.

2 O01me cBeeHNs O IporpaMmme

AM sBnsercs sBissercs noacucremorn LITPC (Iludposoro Tepmuuana PeueBoit Cesizu),
OTBeYaroIas 3a akTyajabHOCTh coctosiHus LITPC.
B cocraB AM BxoaAT:
- HCIIOJIHUTEJIbHBIA MOIYJIb CJIYy:KObI areHTa (Snmp-agent[.exe]) — peamusyer JIOTHKY
coopa cratuctuku o coctostanu LITPC 1 oTchuTKH COOBITHIA B peaTbHOM MacIiTabe BpeMEHH,
- Mmoayab At SNMP-ciy:xkob1 coopa mapamerpo coctosinusi LITPC (process-terminal-
agent.php) - npeanasHadeH st 00OpabOTKM 3ampocoB OT CIy:kObl SnmMpd 1o mapamerpam
coctosinus L[TPC.

oT UTPC (knueHT — cobbiTusi P2)

TCP: 39001 y (cepsep P2)
net-snmpd-service

UDP: 161 .
Snmpd- C snmp-agent fEt-Snmp-unhty
cryaba nTeC UDP: 162
’ snmptrapd

persist
unit UDP: 39038

SNMP-reguests
(get, getnext...)

0O Mopaynb OUDP: 39038
pacwmpeHus

process-terminal-agent.php

Pucynok 1 — Apxurexktypa SNMP-arenta
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3 CucreMHBbIE 3aBUCUMOCTH

Jas padorsl moacucremMbl AM Heo0X0AUMO, 4YTOObI ObLIM YCTAHOBJIEHBI CJEIYHOIIHE
AOMOJTHUTE/IbHbIE AKETHI:

e Uurepnperarop PHP 5.X.X unu 6oee HOBBIN (yCTaHOBIIEH U TOCTYIIEH B CUCTEMHBIX
MyTSX).

e [laker momnepxku mporokoiaa SNMP net-snmp 5.7.X unu Gosnee HOBBIN (YCTaHOBIJICH
U JIOCTYIIEH B CHCTEMHBIX ITyTSX).

e Runtime maketst Qt 4.8.1 (cm. MacTpykuuto o L[TPC).

3.1 YcranoBka untepnperaropa php mox Windows

1. HeoOxoauMo pacrakoBaTh cojepkumoe apxuBa Php-win-5-4-11.zip B OTAEIbHBINA KaTaJOr.
DtoT apxuB pacnonaraercs B karanore \dependencies. [[insi omnpeneseHHOCTH CKaKeM IyCTh 3TO
Karayor «C:\phpy.

2. J1o6aBUTH 3TOT KaTaior B nepeMeHHyro okpyxenus PATH nns Bcex mosb3oBateneii, ¢ TeM,
YTOOBI UCHIOJHSIEMbIE MOIYJIU OBLIN TOCTYIIHBI U3 JTFOOOT0 OKPYKEHHUS.

3. IIpoBepuTh KOPPEKTHOCTH YCTAHOBKH, HAIIPUMED, BBIIIOJIHUB U3 KOMAaHIHOM CTPOKH KOMAHJYy:
«php -v». B ciydae BepHOii yCTAaHOBKY MOJYYHM OTBET:
>php -v
PHP 5.4.11 (cli) (built: Jan 16 2013 20:26:43)
Copyright (c) 1997-2013 The PHP Group
Zend Engine v2.4.0, Copyright (c) 1998-2013 Zend Technologies

3.2 YcranoBka uatepnperaropa php mox Linux (RH n Fedora)
1. BeImoaHHUTE OT MOJIB30BaTENs r00t KomManay «yum install php».

2. TIpoBepuTh KOPPEKTHOCTh YCTAHOBKH, BBIMOJHHUB KOoMaHay «php -v». B ciydae BepHOi
YCTAHOBKHU MOJYYUM OTBET:
[1# php -v
PHP 5.4.16 (cli) (built: Jun 6 2013 09:20:50)
Copyright (c) 1997-2013 The PHP Group
Zend Engine v2.4.0, Copyright (c) 1998-2013 Zend Technologies

B cryuae ncnonp3oBanus Apyrux cobopok Linux, otnmuuaeix or RH, He00X0auMO OCYIIECTBUTD
YCTaHOBKY TPU TOMOIIHM IPYTHMX CHUCTEM KOHTPOJSI MAaKeTOB, OTIMYHBIX OT YUM wiu coOparth
HHTEPIPETATOP U3 UCXOIHBIX KOJOB, HCIIOJIB3YSI HHCTPYKIMIO 110 COOpKK HHTEpIpeTaTtopa php.
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3.3 YcranoBka nakera net-snmp mox Windows

1. Heo6xo01umo paciiakoBaTh COAEPKUMOE apxuBa Net-snmp-win-5-7-2.zip B kopens aucka C:.
DTOT apxuB pacnoiaraercs B kataiore \dependencies.

2. Jlo6aButh 5TOT Kataysor «c:\usr\bin\» B mnepemennyto okpyxenus PATH mms Bcex
M0JIb30BaTENICH, C TEM, YTOOBI HCIIOJIHACMbIC MOYJIU OBbLIH JOCTYITHBI U3 JII0OOTO OKPYKCHUSI.

3. IIpoBepuTh KOPPEKTHOCTh YCTAHOBKH, HAIIPUMED, BBIIIOJIHUB U3 KOMAaHIHON CTPOKH KOMaHJY:

«php -V». B cityuae BepHO#l yCTaHOBKM MOJYYHUM OTBET:
>snmpget -V
NET-SNMP version: 5.7.2

3.4 YcranoBka nakera net-snmp moa Linux

1. BBINOHUT OT MOJIb30BaTe st ro0t komany «yum install net-snmpy. J{ns auctpudyrusa RH
sTOro gocrarouHo. st nuctpubytnBoB Fedora 17-20 makeTsl net-snmp CEMaHTUYECKU Pa3/ICICHBI.
31ech He0OXOAUMO YCTAaHOBUTH KpoMe net-snmp emé v naket net-snmp-utils. YcranasiauBaeM ero
KoMmaH10it «yum install net-snmp-utilsy.

2. TIpoBepuTh KOPPEKTHOCTh YCTAHOBKH, BBIIIOJHUB, HalpUMep, KoMaHay «php -v». B ciyuae

BEPHO# YCTaHOBKH ITOJIYYUM OTBET:
[1# snmpget -V

NET-SNMP version: 5.7.2

B cnydae ucnonb3oBanus apyrux coopok Linux, otmuuneix ot RH, He06X01UMO OCYIIECTBUTH
YCTaHOBKY IPH TIOMOIIH JPYTUX CUCTEM KOHTPOJIS TAKETOB, OTIIMYHBIX OT YUM MM coOpaTh MakeT
U3 UCXOJHBIX KOJIOB, HCIIONB3ysS MHCTPYKIIHIO 1O cOOpKH makeTa Net-snmp.
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4 CTpyKTYypa NporpamMmmabl

4.1 UcnosiHsieMble MOAYJIH ¥ OUOJINOTEKH

snmp-agent[.exe] - ucrnosHseMbIi MOAYIb Ty 061 AM,;
process-terminal-agent.php — moayne 06paboTku coObITHI K C1y)0e AM;

4.2 Kondurypauuonunie (pauiabl

snmpd.conf — HacTpoiika mapaMeTpoB ciayx)0bl 00paboTKH ShMp-3ampocos (Snmpd).
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5 HacTtpoiika nporpaMmmabl

Jlia yenemnoro 3anycka [10 AM HeoOxoaumo:

1) namuuue x86 PC ¢ ycranosnennoit OC: Linux (sapo >=3.6.10) wiu Windows (XP, Vista, 7
i 8);
2) TOJIXKHBI OBITh Pa3peIIeHbl CUCTEMHBIC 3aBUCMOCTH (CM. TYHKT 3 HACTOSIIEH HHCTPYKIIUH).

5.1 YcranoBka H HacTpoiika qemMoHa (cay:xkob1) Snmpd makera NET-SNMP

1. Heobxomumo ybeauthesi, B ToMm, uro snmpd.conf umeercst B cucteme. st cucteM mof
Windows on pacmomaraercs «cC:\usr\etc\snmp\snmpd.conf». st cucrem mox LinuX, game Bcero
3aeck: «/etc/snmp/snmpd.conf.

2. OtpenakrupoBats ¢aitn st Snmpd.conf.
Ero conepsxanue miist cuctem o Windows 10/KHO ObITh CIISTYOIINAM:

trap2sink 192.168.1.98 public
rwcommunity public 192.168.0.0/16
pass_persist .1.3.6.1.4.1.120312.3 php c:/usr/bin/process-terminal-agent.php

Coneprxkanue s cucteM o LinuX H0KHO OBITh CIIEAYIOIIUM:

trap2sink 192.168.1.98 public

rwcommunity public 192.168.0.0/16

pass_persist .1.3.6.1.4.1.120312.3 /usr/bin/php /usr/bin/process-terminal-
agent.php

Taxke BMecTo «192.168.1.98» HeoOxoaumo ykazath IP-agpec SNMP-komnextopa,
MPUHUMAIOIINE IITATHBIE TPAIbl OTIEPAIIMOHHON CUTEMBI.

3. YcTaHOBHTH CUCTEMHYIO cliy)0y snmpd.

[Tox Windows HeoOX0uM0O B KOMaHIHO#M CTPOKE BBIMOIHHUTH KOMaHIy « >Snmpd -register -
Ln». Ilocne 3TOro BO3HMKHET COOOIIEHHWE OO0 YCHEIIHON YCTaHOBKE CIYXObl M B CIHCKE
CHCTEMHBIX CITY’K0 MOKHO OOHapyXHTh cieayromryto 3amuck: «Net-SNMP Agenty.

[Tox Linux juis aBTOMaTHYECKOTO 3alycka CIyKObl HEOOXOJMMO BOCIOJIB30BATHCS OIHOW M3
cecrell ynpaBlieHUs! CUCTEMHBIMH CITy>KOaMHu:

1. Ckpunr aBTO3amycka 3amycka <rc.local>.

2. B03MOXXHOCTH MOJICHCTEMBI SYStem (B COBPEMEHHBIX CHCTEMaX).

[Tox Linux st aBTOMATHYECKOTO 3alycKa CIIyKObl HEOOXOJMMO BOCIOJIb30BATHCS OJHOU M3
CECCHii yIpaBJIeHUs] CACTEMHBIMHU CITyKOaMHu:

1. CxkpunT aBTO3amycka 3amycka <rc.local> mis cucrem Linux(RH).

2. Bo3moxxnoctu noacucteMsl Systemd (B coBpemeHHbIX cuctemax Linux(Eedora 17-20)).

[ToapoOHO ocTaHOBMMCS Ha YCTaHOBKe ciyxObl B moncucremy Systemd. Ilocnme ycraHoBku
nakera Net-SNMP CKPUNTHI aBTO3aITyCKa B 3TUX CHUCTEMax Yy)Ke pa3MellleHbl B mojacucreme Systemd.
Onm pacnomaratorcst B aiine /usr/lib/systemd/system/snmpd.service. Ilo ymom4anuro ero
co/iep)KaHHe TaKOBO:

[Unit]
Description=Simple Network Management Protocol (SNMP) Daemon.
After=syslog.target network.target
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[Service]

Type=notify
Environment=0OPTIONS="-LS0-6d"
EnvironmentFile=-/etc/sysconfig/snmpd
ExecStart=/usr/sbin/snmpd SOPTIONS -f
ExecReload=/bin/kill -HUP $MAINPID

[Install]
WantedBy=multi-user.target

Heo0x011uM0 0TKOPPEKTUPOBATH €TI0 CIACTYIOIMM 00pa3oM:

[Unit]
Description=Simple Network Management Protocol (SNMP) Daemon.
After=syslog.target network.target

[Service]

Type=notify

Environment=0PTIONS="-Ln"
EnvironmentFile=-/etc/sysconfig/snmpd
ExecStart=/usr/sbin/snmpd $OPTIONS -f
ExecReload=/bin/kill -HUP S$MAINPID

[Install]
WantedBy=multi-user.target

YroObl aKTyaaM3HpOBaTh W3MEHEHHsI HEOOXOIMMO BBINOJIHUTH KOoMaHmy «Systemctl daemon-
reload». Dra koMaHga 3acTaBisieT IMOJCHUCTEMY MepeYuTaTh KOH(UrypauuoHHbIe —daiiibl
JOCTYNHBIX CiIyk0. UTOOBl Ha3HAUMTh aBTO3AIYCK CIIYObl, HEOOXOAMMO BBIIOJHUTH KOMAaHIY
«systemctl enable snmpd». Dra komaHIa OPUBOAUT K BO3HHUKHOBEHHIO CHMBOJIBHOM CCBUIKH
«/letc/systemd/system/multi-user.target.wants/snmpd.service».  Drta  cchlIka  yKa3bIBaeT
HoJIcUCTeME O HEOOXOMMOCTH 3aIlyCTUTh JAaHHBIM CKPUNT KakK CIy)X0y Ipu cTapTe ONepaluoHHON
cucteMsl. [Ipu HeoOxXonuMoOCTH 3amycKa, OCTaHOBKH, ITPOBEPKU CTaTyca MOKHO BOCIIOJIb30BaThCS
KOMaH 10# «Service snmpd start|stop|statusy.

5.2 YcraHOBKA CJIYKOBI

1. CrkonmpoBaTh (haitn Snmp-agent[.exe] B OTAeIbHBII KaTaor.

2. s Windows 13 KOMaHIHOM CTPOKH HEOOXOANMO M JJOCTATOYHO BBIMOJHHUTH «SNMp-agent --
instally.

Jlns cucrem moxm LINUX aast ycTaHOBKH CiyObl HeoOXomammo B3sATh (aitnm «lemz-snmp-
agent.service» ciaeayromero coaepKaHus:

[Unit]
Description=System SNMP KSRS Agent Service

[Service]
Type=simple
ExecStart=/opt/ksrs/snmp-agent/snmp-agent —--run

[Install]
WantedBy=multi-user.target

OrpenaktupoBath nepemeHHyro «ExecStarty, Mcxoas W3 myTH pacmoiokeHus momyins. [Tocie
4ero BBIMOJHHUTH KoMaHay «Systemctl daemon-reload». Uro0Osl Ha3HAYMTH aBTO3AMYCK CITYKOBI,
HEOOXOIMMO BBITIOJHHUTE KoMaHy «Systemctl enable lemz-snmp-agent». Dta komaH/1a PUBOAUT
K BO3HUKHOBCHHIO CHMBOJIbHBIN CCBUIKH «/etc/systemd/system/multi-user.target.wants/lemz-snmp-

8
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collector.service». DTO CChIIKAa yKa3bIBaeT MOJICHCTEME O HEOOXOAWMOCTH 3allyCTHUTh JaHHBIN
CKPHINT KaK CIY>KOy P CTapTe ONEPAIIMOHHON CHCTEMBI.

[punokenne Snmp-agent uMeeT BO3MOXHOCTH OBITH  3amylieHa Kak TepPMHUHAIBHOE
NPUJIOKEHUE IS OTIaI0YHBIX [esei. [l TOMoMHUTEIbHON HH(POPMAIIMHA HEOOXOAUMO BBIIOIHUTD
KoMaHIy «Snmp-agent --help».



