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1 AmHOTAIM A

Hacrosimiee PykoBOICTBO CONEpKUT CBelIeHUS O HazHadeHnn u QyHKusax Koiekropa
Monutopunra (KM) mo mporokony SNMP; o0 TexXHHYECKHX CpeACTBaxX, 00ECIeUnBAIOIINX
BEITIOJTHEHUE TIPOTPaMMBI, O CTPYKTYpe M HACTPOIMKE MpOTrpamMMbl; a TaKkKe OMHCAHUE CIIOCO00B
MPOBEPKH, TIO3BOJISIFOIIUX JaTh 3aKI0YeHUE 0 paboTocmocoonoctn KM.

2 O01me cBeeHNs O IporpaMmme

KM sBnserca noacucremoit CTKY (Cucrembl Texnuueckoro Kontpons u VYmpasneHus),
OTBEYAIOIIasi 32 aKTYyaJbHOCTh HMHAMKATOPOB COCTOSIHUSI CHCTEMHBIX 3JIEMEHTOB U DJICMEHTOB
3amensl B B/l CTKY.

B coctaB KM BxomsT:

- HCIOJHHUTEIbHBI MOIYJIb CIOy:KO0bI KoJulekTopa (snmp-collector[.exe]) — peanusyer
JIOTUKY cOOpa CTATUCTUKH O COCTOSIHUM HAOI0IaeMbIX O0BEKTOB;

- MoayJib mnepenanpanjeHust coobiTuii SNMP trap (process-trap-forward.php) -
HpeIHa3HaueH sl IepeHAIpaBiIeHust COOBITHIA OT ciryx0b1 SNMptrapd k ciryx0e KoJuteKTopa.

net-snmp-utility

get
set
walk

UDP
Tra
Forward from . p O > Scanner O »| P3 Server
snmptrapd Receiver
Ne nopta
server
db Ne nopta TCP
SNMP-Traps login
password
SQL P3
Y GUI CTKY
B0 KAPC

Pucynok 1 — Apxurexkrypa SNMP-collector-a
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3 CucreMHBbIE 3AaBUCHMOCTH

Jasi  padoTsl MOACUCTEMBbI HEO0XOAUMO, 4YTOO0bI OBbLIM YCTAHOBJIEHBI CJEAYIOLINE
JAOMOJTHUTE/IbHbIE NAKeThI:

e Unrepnperarop PHP 5.X.X wim Gosiee HOBBIN (YCTaHOBIICH M JIOCTYIIEH B CUCTEMHBIX
MyTSX).

e [laker monaepxku mpoTtokosna SNMP net-snmp 5.7.X unu 6osee HOBBIN (yCTaHOBIICH
Y JIOCTYIICH B CUCTEMHBIX ITYTSX).

e Jlomken ObiTh 0Oecrieuer goctyn Kk bJI CTKY (cMm. UuacTpykiuio o CTKY).

e Runtime maketsl Qt 4.8.1-5 (cm. UucTpykuuto mo CTKY).

3.1 YcranoBka untepnperaropa php mox Windows

1. Heobxonumo pacrakoBath cojaepxumoe apxuBa php-win-5-4-11.zip B OT/AeNbHBINA KaTaor.
DToT apxuB pacmnonaraercs B karanore \dependencies. J[is ompeneneHHOCTH CKaXeM IIyCTh 3TO
Karayor «C:\phpy.

2. J106aBHUTH ATOT Katajor B nepeMeHHyto okpyxkeHus PATH ans Bcex monp3oBarenel, ¢ TeMm,
YTOOBI UCHIOJHSIEMbIE MOJIYJIU OBLIIM TOCTYITHBI U3 JTF000T0 OKPY>KEHUSI.

3. IIpoBepuTh KOPPEKTHOCTh YCTAHOBKH, HAIIPUMED, BBIITOJIHUB U3 KOMaHAHOW CTPOKU KOMaHAY:
«php -v». B ciydae BepHOii yCTAaHOBKH MOJIYYHUM OTBET:
>php -v
PHP 5.4.11 (cli) (built: Jan 16 2013 20:26:43)
Copyright (c) 1997-2013 The PHP Group
Zend Engine v2.4.0, Copyright (c) 1998-2013 Zend Technologies

3.2 YcranoBka untepnperatopa php mox Linux (RH, Fedora)
1. BeImosnHUTh OT mosib30Batelis 00t komanxy «yum install phpy.

2. TlpoBepuTh KOPPEKTHOCTh YCTAHOBKH, BBHIMOJHHB KoMmaHay «Php -v». B cmydae BepHoi#t
YCTAHOBKH I10JIyYUM OTBET:
[1# php -v
PHP 5.4.16 (cli) (built: Jun 6 2013 09:20:50)
Copyright (c) 1997-2013 The PHP Group
Zend Engine v2.4.0, Copyright (c) 1998-2013 Zend Technologies

B cmyuae wucnomp3oBanus apyrux cOopok Linux, ormmunbix or RH, HeoOxommmo
OCYIIIECTBUTH YCTAHOBKY ITPH TMOMOIIU JPYTUX CHCTEM KOHTPOJIS MTAKETOB, OTIMYHBIX OT YUM WK
coOpaTh MHTEPIPETATOP U3 UCXOAHBIX KOJIOB, UCIOIb3YsI MHCTPYKIIUIO IO COOPKH MHTEpIIpeTaTopa

php.
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3.3 YcranoBka nmakera net-snmp moa Windows

1. HeobOxoaumo paciiakoBaTh COAEp:KUMOE apxuBa Net-snmp-win-5-7-2.zip B kopens aucka C..
DTOT apxuB pacnoiaraercs B kataiore \dependencies.

2. Jo6GaButh stoT Karaior «c:\usr\bin\» B mepemennyto okpyxenus PATH mms Bcex
M0JIb30BaTENICH, C TEM, YTOOBI HCIIOJIHACMbIC MOYJIU ObLIH JOCTYIHBI K3 JIIOOOTO OKPYKCHUSI.

3. I[IpoBepuTh KOPPEKTHOCTh YCTAHOBKH, HAIIPUMEP, BHIIOJIHUB U3 KOMAHIHON CTPOKH KOMaHIY:

«shmpget -V». B cinyuae BepHOI yCTaHOBKM IOJIYyYUM OTBET:
>snmpget -V
NET-SNMP version: 5.7.2

4. YCcTaHOBUTH CJIy)K6BI, BBIITIOJTHMB KOMAaHAbI OT UMCHH aJIMUHHUCTPATOpA:
«snmpd.exe -register -quiet —Ln»
«snmptrapd.exe -register -quiet —Ln»

5. [lepe3anmycTuTh yCTpOHCTBO.

3.4 YcraHoBka nakera net-snmp moa Linux

1. BeimonHUTh OT TOJIB30BaTeNs F00t komany «yum install net-snmpy. [{ns quctpudyrusa RH
aTOro noctarouyno. s nuctpubytrBoB Fedora 17-20 makeTbl net-snmp CeMaHTHUYSCKU Pa3/ICICHBI.
3nech HaM HE0OXOJMMO YCTAaHOBUTH KpoMe net-snmp emé maker net-snmp-utils. YcranasiuBaem
ero komanoi «yum install net-snmp-utils».

2. IlpoBepuTh KOPPEKTHOCTh YCTAaHOBKH, BBHITIOJHHUB, Hampumep, Komanay «snmpget -V». B
CJly4ae BEPHOM YCTAaHOBKH MOJYYUM OTBET:
[1# snmpget -V
NET-SNMP version: 5.7.2

B cnywae wucmomp3oBaHus apyrux cOopok Linux, ommmunbix ot RH, Heobxommmo
OCYIIIECTBUTH YCTAHOBKY MPH IMOMOIIH JAPYTHX CUCTEM KOHTPOJISI TAKETOB, OTIMYHBIX OT YUM WK
coOpaTh MakeT U3 UCXOJHBIX KOI0B, UCIOb3Yys HHCTPYKIIMIO [0 COOPKH makeTa net-snmp.

3.5 YcTraHoBKa nmakera rsync

s ycnemrHoi paboThl KOJJIEKTOpa B PEXKUME PE3epPBUPOBAHUS HEOOXOIUMO YCTaHOBUTH
MakeThl rsync U rsync-daemon koMman0ii «yum install rsync rsync-daemony». ToHkast HacTpoiika
HEOOXOMMBIX CBOWCTB oOMHCaHa B JOkyMeHTe «OrmucaHue B3aUMOACUCTBUS IO MPOTOKOIY
P5.docy». ToHKyl0 HACTpOHKYy W MPOBEPKY €€ KOPPEKTHOCTH JOJDKEH OCYIIECTBISATH CKPUIT
ycTaHOBKH. Ha MaHHBIN MOMEHT HCTONb30BaHue MpoTokosa PS5 BosmoxHo Tonbko mog OC LINUX.
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4 Ocooennoctu ooHoBJIeHud 11O

[Tpu o6HOBNEeHUM [1O KOUTEKTOpPa HEOOXOAUMO BBITIOJIIHUTE CJICTYIOIINE JICHCTBHUS.

1. Cpenatrp pesepBHyto konuto BJI. HUcnonw3yiiTe myHKT MeHio «Ympaienue BJ/» —
«Pe3epBHOEe KonmupoBaHue» (moapodHee cM. MyHKT 15 «Pe3epBupoBanue u BocctaHoBiaeHue b1y
uHctpykuuu «PykoBojctBo onepatopa CTKY. LIMBP.00531-01 34 01»).

2.  Orxmounts Bce CTKY, moaxmrouennele kK ganHod bBJl. Vcmonp3yiiTe TyHKT MEHIO
«IIutanue» — «Bpixoa u3 I'papuyeckoro uaTepdeiica» win «3apepuieHue padoTbl CHCTEMbI»

(mogpobuee cMm. myHKT 17 «YmpaBieHue NUTaHHEM» HHCTpYKuuH «PykoBoacTBO omepartopa
CTKY. IMBP.00531-01 34 01»).

3. Bxmounts norupoBanue. s BKIIOYEHHS JIOTUPOBAHHS OTKpoWTe (ailm HacTpoHKH
snmp-collector.conf. 3nauenue B ctpoke LogLevel nomkHo ObITh yKazaHo He meHee 10.

[MAIN]
LogLevel=10

4. Ilocne nepporo 3amycka oOHoBiaeHHOTo IO HeoOXxoaumo yOeauThes, YTO HaTy MPUMEHEH
ycrienrHo. J[st mpoBepKkrM HEOOXOAWMO OTKPBITh HY)KHBINA (#ara, Bpems) Jior-¢ailyl, mpumMep cM.
HIDKE.

/[Pactionosxenwue nor-gaiina - /opt/ksrs-tech/snmp/Logs/2020_01 25/15 snmp-collector.log

15:54:25.573: open new log file

15:54:25.573: SYSTEM STARTED [version=3.0.2 build 63, application=SNMP collector for control
system, logLevel=13, logAddr=127.0.0.1:514]

15:54:25.573: P3 SERVER ON PORT <39001> - SUCCESSFULLY STARTED

15:54:25.574: P5: Start (port 44777)

15:54:25.574: P5: CHANGE STATUS [psNONE->psINIT]

15:54:27.074: P5: CHANGE STATUS [psINIT->psMAIN]

15:54:27.075: SNMP TRAP RECEIVER]int] ON PORT <162> - SUCCESSFULLY STARTED
15:54:27.079: SNMPS: PhpRequester: PHP processor code successfully extracted

15:54:27.286: SNMPS: DB: Start database statistic request - OK

15:54:27.286: P5: p5SYNC: CHANGE MODE [smNone -> smMain]

15:54:27.286: P5: p5SYNC: Try Start BK
[db=/var/ksrs/base/borg/AERO.FDB,bk=/var/ksrs/base/borg/backup/p5Soperative.fok.tmp]
15:54:27.288: P5: p5SYNC: process [backup] - started

15:54:27.288: P5: p5SYNC: CHANGE STATUS [smMain~{smsldle} -> smsWaitDBBackup]
15:54:27.288: SNMP SCANNER ON <DB=127.0.0.1:/var/ksrs/base/borg/AERO.FDB> - SUCCESSFULLY
STARTED

15:54:30.171: P7 server: P7 open stream - OK [IAddr=0.0.0.0, IPort=50001]

15:54:30.171: P7(P1) SERVER - SUCCESSFULLY STARTED

15:54:30.172: SNMPS: PhpRequester: PHP Requester STDOUT:

<

READY

>

15:54:30.172: SNMPS: PhpRequester: PHP Requester - started

15:54:30.172: P5: p5SYNC: process [backup] - finished [exitCode=1]

15:54:30.173: P5: p5SYNC: process [backup] - error:

gbak: ERROR:cannot open backup file /var/ksrs/base/borg/backup/p5operative.fok.tmp
gbak:Exiting before completion due to errors

15:54:30.173: P5: p5SYNC: Database backup [/var/ksrs/base/borg/backup/p5operative.fbk.tmp] - FAIL[1]
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15:54:30.173: P5: p5SYNC: CHANGE STATUS [smMain~{smsWaitDBBackup} -> smsidle]
15:54:30.227: SNMPS: DB: Info: try patch database [from 129 to 166]

15:54:30.227: SNMPS: DB: Start patch 130 [size=5865, compressed=yes]->

15:54:30.228: SNMPS: DB: Found 39 sgl requests

15:54:30.228: SNMPS: DB: Run sgl request 1:

15:54:30.228: SNMPS: DB: sql:

// TlaTy 166 ycnemHo npuMeHsIETCs

15:54:35.527: SNMPS: DB: Patch 166 successfully applied

5. BBIKIIIOUHTH JTOTUPOBAHMUE.

6. 3anyctuts CTKYV.
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5 CTpyKTypa nporpamMmmbl

5.1 UcnosinsieMbie MOAYJIH H OUOJINOTEKH

snmp-collector[.exe] — ucnonusiempIit Moy City)0b1 KM;

process-trap-forward.php — momyne pacimpenus JTOruku 00pabOTKH OMOBEIICHHN CITyKObI
snmptrapd, nocraBky coObITHI K ciy)0e KM;

/sqldrivers/gsqlibased4.dll — mpaiiBep moctymna k BJI CTKY (s cucrem na OC Windows).

5.2 Kongurypauunonsbie ¢aiiiabl

snmp-collector.conf — macrpoiika mapamerpos ciry:x061 KM;

snmptrapd.conf — HacTpoiika mapamMeTpoB Ciry>kObI mpuéma snmp-trap (snmptrapd).

lemz-snmp-collector.service — HacTpoiika 3amycka CIyKObI KOJUIEKTOpPA Ui MOACHCTEMbI
systemd Linux.
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6 HacTpoiika nporpaMmmbl
Jlst yenermHoro 3amycka [10 KM HeoO6xoaumo:

1) namnuue x86 PC ¢ ycranosiennoit OC: Linux (sapo >=3.6.10) wiu Windows (XP, Vista, 7
unu 8);
2) OJKHBI OBITH pa3perieHbl CHCTEMHbBIC 3aBUCUMOCTH (CM. MTYHKT 3 HACTOSAIICH HHCTPYKITUH).

6.1 YcraHoBka u HacTpoiika aemMoHa (cayx0bl) snmptrapd naxkera NET-
SNMP

1. Heobxomumo ybemuthest, B ToM, uto snmptrapd.conf umeercs B cucreme. s cucreM moj
Windows on pacmomaraercs «c:\usr\etc\snmp\snmptrapd.conf». Jlas cuctem moxa Linux, dvarie
BCETO 3/1eCh: «/etc/snmp/snmptrapd.confy.

2. OrpenaktupoBaTh (aiin s snmptrapd.conf.
Ero comeprxanne mst cuctem moa Windows 0mKHO OBITh CIICTYFOIIIM:

ignoreAuthFailure yes

disableAuthorization yes

snmpTrapdAddr UDP:162

traphandle default c:/php/php.exe c:/usr/bin/process-trap-forward.php

Coneprxumoe o LinuX — ciie1yronum:

ignoreAuthFailure yes

disableAuthorization yes

snmpTrapdAddr UDP:162

traphandle default /usr/bin/php /usr/bin/process-trap-forward.php

Cozaepxumoe ¢aiina mox LiNuX oriuuaercs myteM K (aitny-o0paboTumky trap-oB process-
trap-forward.php. Dtot daiin HeobxoarMo B3sTh U3 apxuBa moa Windows.

3. YcTaHOBHTH CUCTEMHYIO ciyk0y snmptrapd.

ITox Windows Heo6Xx0auMo B KOMaHIHOM CTPOKE BBHIMOJHUTH KOMaHIy « >snmptrapd -register
-Ln -On —ny». ITocne 3TOoro BO3HUKHET COOOIIEHNE 00 YCIIENIHON YCTaHOBKE CITY)KOBI M B CITHICKE
CHCTEMHBIX CITy’KO MOKHO 0OHApYXHUTb cieayrolnyto 3anuck: «Net-SNMP trap Handler».

ITox Linux s aBTOMaTHYEeCKOro 3ammycka CIyKObl HEOOXOIMMO BOCIOIB30BAThCs OJHOU W3
CECCHUH yMpaBIICHUs] CACTEMHBIMH CITy>KOaMH:

1. CxkpunT aBTO3amycka 3amycka <rc.local> mis cucrem Linux(RH).

2. Bosmoxnoctu moacuctemsl Systemd (B coBpemennsix cuctemax Linux(Fedora 17-20)).

[ToapoOHO OCTAaHOBMMCSI Ha YCTaHOBKe CIyXObl B mojcuctemy Systemd. ITocie ycTaHOBKH
nakera Net-SNMP CKPUITHI aBTO3aIyCKa B 3THX CHCTEMAaX y)Ke pa3MeIleHbl B moacucreme Systemd.
Onm pacnonararorcs B (aiine /usr/lib/systemd/system/snmptrapd.service. ITo ymonuanuio ero
Co/Iep)KaHue TaKOBO:

[Unit]
Description=Simple Network Management Protocol (SNMP) Trap Daemon.
After=syslog.target network.target

[Service]
Type=notify


file:///c:/usr/bin/process-trap-forward.php
file:///c:/usr/bin/process-trap-forward.php
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Environment=0PTIONS="-Lsd"
EnvironmentFile=-/etc/sysconfig/snmptrapd
ExecStart=/usr/sbin/snmptrapd $OPTIONS -f
ExecReload=/bin/kill -HUP $MAINPID

[Install]
WantedBy=multi-user.target

Heo0x011M0 OTKOPPEKTUPOBATH €r0 CIESIYIOUIMM 00pa3oM:

[Unit]
Description=Simple Network Management Protocol (SNMP) Trap Daemon.
After=syslog.target network.target

[Service]

Type=notify

Environment=0PTIONS="-Ln"
EnvironmentFile=-/etc/sysconfig/snmptrapd
ExecStart=/usr/sbin/snmptrapd $OPTIONS -f -On -n
ExecReload=/bin/kill -HUP SMAINPID

[Install]
WantedBy=multi-user.target

YroObl aKTyaIM3MpOBaTh W3MEHEHHUsS HEOOXOIMMO BBIOJIHUTH KoMaHIy «Systemctl daemon-
reload». Dra KkomaHJa 3acTaBisieT MOJICHCTEMY IEpeYuTaTh KOH(MUTYpAIllMOHHBIC —(aiibl
JTOCTYIHBIX CIIyK0. UTOOBI Ha3HAYMTh aBTO3AIYCK CIYXKObI, HEOOXOIUMO BBIIIOJHUTH KOMAaHIY
«systemctl enable snmptrapdy». Dta KkoMaHa TPUBOAUT K BOSHUKHOBCHHIO CUMBOJIBHON CCHUIKH
«letc/systemd/system/multi-user.target.wants/snmptrapd.service». D10 ccbulka yKa3bIBacT
MOJICHCTEME O HEOOXOJMMOCTH 3aITyCTUTh JaHHBIA CKPUNT KaK CIYy)KOY MPH CTapTe ONepariioHHON
cucreMbl. [Ipn HEOOXOIUMOCTH 3aIyCKa, OCTAHOBKH, MPOBEPKU CTaTyca MOYKHO BOCIIOJIb30BaThCS
KOMaH 101 «Service snmptrapd start|stop|statusy.

6.2 YcTaHOBKA CJIYKObI
1. CromnpoBaTth (aiin sSnmp-collector[.exe] B oTnenbHbIi KaTaior.

2. ITox Windows ckomupoBarh B mojakaranor /sqldrivers oubmuotexky gsqlibased4.dll. Tox
Linux ycranaBnuBaercst crieranbHbiil maket (cM. mHCTpyKuto CTKY no moctymy k BJT).

3. 3anyctuth npunoxenue. [locie yero B repmunane OyneT oToOpaXkeH NPUMEPHO CIEAYIOIUI

BBIBOJI:

>snmp-collector

16:57.223: open new log file

16:57.223: SYSTEM STARTED [version=3.0.0 (beta 1) build 4, application=SNMP collector
for control system]

16:57.223: Configuration file <.../snmp-collector.conf> created

16:57.223: Init default: MAIN/LogLevel=8

16:57.223: Init default: DB/Sever=127.0.0.1

16:57.223: Init default: DB/File=d:/lemz/db/aero.fdb

16:57.223: Init default: DB/Login=SYSDBA

16:57.223: Init default: DB/Password=masterkey

48:17.411: Init default: TRAP/ForwardPort=39009

48:17.412: Init default: P3/Port=39001

16:57.239: P3 SERVER ON PORT <39001> - SUCCESSFULLY STARTED

16:57.239: SNMP TRAP RECEIVER ON PORT <39009> - SUCCESSFULLY STARTED

4. OcraHoBUThH npuitokeHue Haxxaruem kinasui [Ctri]+[C].

10
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5. Tenepr koubwuryparmonusii ¢aitn (Snmp-collector.conf) ¢ mapamerpamMu MO yMOJYaHUIO
co3naH. Jlanee HEOOXOAUMO OTPEIAKTHPOBATh €ro MaPaMETPh:

5.1. Pa3nen [MAIN]

[Tapamerp LogLevel - ypoBeHb JorupoBanus (3HaueHue ot 0-7, a OMT 3 yka3biBaeT Ha
HEOOXOAMMOCTH JIOTHpOBaHus B (aiiin). Eciin HeoOX0IUMO MOTHOCTHIO OTKIFOYHUTH JIOTHPOBAHKE, TO
ycraHoBUTe MaHHOe 3HaueHue B 0. Uem 3HaueHue Oosbiie (He cuuTas 3-ii OUT), TEM ypOBEHb
J€TAJIN3aI|H JIOTOB OOJIBIIIE.

ITapametp Packer=/usr/bin/xz — myts k apxuBaropy.

[Mapametp PackerOptions=-9kef — omust apxusaropa.

5.2. Pa3nen [DB]

[Tapamerp Sever - IP-aapec (wnu ums) cepsepa CYB/. st KM stot napamerp JOJDKEH
obiTh 127.0.0.1. Tlogkmouenue K ynanieHHomy CYBJl BO3MOXEH TOJBKO JIJIsl TECTOBBIX 1IETICH.

[Tapamerp File - ¢aiin 6a3b1 nanusix (bJ] KCPC) na cepsepe CYB/.

[Tapamerp Login - ums noaw3oBarens Ha cepsepe CYB/I.

[Tapamerp Password - mapodb nosib3oBarens Ha cepBepe CYB/I.

5.3. Paznen [P3]
[MapameTrp Port - mopt s nogkiaroueHus rpadudeckoro unrepderica CTKY (u3MeHsTh HE
PEKOMEHTyeTCS1).

5.4. Pa3nen [TRAP]

[Tapamerp ForwardPort - yka3eiBaer Ha UDP mopt, mo xoropomy OyayT NpHUHHMATHCS
coobmenuss THma TRAP, 00 acHHXpOHHBIX HW3MEHEHHS MEPEMEHHBIX MOHUTOPHHTA Ha
obopynoBaHuM. 3HayeHHe Mo ymonyaHuio paBHO 39009. B stom ciydyae HeoOXOAMMO, UTOOBI
TRAP-b1 mpenBaputenbHo oOpabarsiBauch ciyx6oi snmptrapd  (cm. pasmen 6.1 myHKT 2).
OpHako KOJIJIEKTOP CIIOCOOCH caMOCTOATENbHO oOpabarsiBarh T RAP-bI. 1t 3TOr0 HEOOX0IUMO,
4T00BI ATOT Mapamerp uMen 3HaueHue 162. B atom ciyuae cinyx6a snmptrapd JOJIZKHA ObiTh
OTKJIFOYEHA.

5.5. Pa3znen [P7]
[Tapamerp Enable - paspemaer (3ampem@aer — IO YMOJYaHHMIO) 3allyCK MOJCHCTEMBI
aBTOKOH(UrypupoBanus odopynosanus KAPC. Moxer npunumars 3Hadenust 0 wium 1 (paspemieHo).

5.6. Paznen [P5]

[TapameTrp Port - mopT Ui MOAKIIOYEHHS TOUEK pe3epBUpOBaHUsA. BriOupaercs u3 oOmmx
COOOpaKEeHUH.

[TapameTrp Points — COJEPXKUT CIHCOK aJPEecOB U TMOPTOB MOJKIIOUEHHUS K KOJUIEKTOpam,

OoObEeIMHEHHBIM B TpYIIly  pE3epBUPOBaHUS,  pa3feleHHbIx  3amsatod.  Hampumep,
Points=192.168.12.1:41777,192.168.12.3:41777.

[Tapamerp Group - HOMEp IPYIIIBI PE3EPBUPOBAHUSA. BCEe KOIIIEKTOPBI, PE3EPBUPYIOLIUE OIHY
0a3y JaHHBIX, JOJDKHBI ObITh OOBEAMHEHBI B TPYIIY C OAMHAKOBBIM HOMEPOM.

[TapameTrp Priority — HOMep IpUOpHUTETa B Tpymme. 3HaYeHUE MPUMEHseTCs NpU BbIOOpe
BEIYILEro KOJUIEKTopa. Uem MeHbIlle 3HaY€HHUE, TEM BBIIIE IPHOPUTET.

[TapameTrp KeepAliveInterval — HHTEpBaJ BPEMEHHU, U3MEPSIEMBIM B MUJUIMCEKYHAAX, YEPE3
KOTOPBIN KOJJIEKTOP OyNeT BBICHUIATH B TPYIINE Pe3epBUPOBAHMS @aHOHCHI TOTOBHOCTH.

[Tapamerp KeepAliveTimeOut - BpeMs, B TE€UEHHE KOTOPOTO OTCYTCTBHE aHOHCOB OyreT
CYUTATHCS HEJOCTYIHOCTBIO KOJIEKTOPA.

[TapameTp KeepAliveRepeat - KOJIMYECTBO IOBTOPOB MOCHIJIOK AHOHCOB IIPU HEMOJIYyYEHUHN
OTBETOB.
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ITapamerp DBSyncMethod - Tun Merona cuHxpoHusauuu b/l mexnay kosuiekropamu. Ha
JAHHBI MOMEHT TOJICP)KUBACTCS TOIBKO ofuH Tun cuHXpoHu3anuu RSYNC (3nauenue 0).

6. Cepep snmp-collector uMeer BO3MOXXHOCTb OBITh 3apPErMCTPUPOBAHHBIM KaK CHCTEMHAsl

ciryx6a. [t nonomHUTENbHON HHDOpMAIMK HEOOXOJUMO BBIITOJHUTH KOMAaHTY:
«snmp-collector --help»

s cucrem mox Windows HeoOXonuMo U IOCTaTOYHO BBITIOJIHUTH KOMAHIY:
«snmp-collector --install»

Jus cucrem mox LiNUX mms ycTaHOBKHM Ciy:KObI HeoOxomumo B3sTh (aitn «lemz-snmp-
collector.servicey ciemyroiero coaepKaHus:

[Unit]
Description=System SNMP collector Service

[Service]
Type=simple
ExecStart=/opt/ksrs/snmp-collector/snmp-collector —--run

[Install]
WantedBy=multi-user.target

OtpenaktupoBarh nepeMeHHylo «ExecStart» mcxoms m3 mytu pacronioxenus momyns. [locne
4ero BBIMOJHHUTH KoMaHay «Systemctl daemon-reload». YtoObl Ha3HAYMTH aBTO3AIMYCK CITYXKOBI,
HEoOX0AMMO BBIMOMHUTE Komauay «Systemctl enable lemz-snmp-collector». Drta xomanma
MIPUBOJIUT K BO3HHKHOBEHUIO CUMBOJIBHBIN CCBUIKH «/etc/systemd/system/multi-
user.target.wants/lemz-snmp-collector.service». DT0  cCbUIKa  yKa3bIBaeT  IMOACHUCTEME O
HEOOXOIMMOCTH 3aIyCTHTh JaHHBIA CKPHIIT KaK CIIyXO0y IpU CTapTe ONepallMOHHON CHCTEMBI.
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7/ ToHkast HACTPOMKA CTATYCOB M HHIANKATOPOB B 0a3e JaHHBIX

7.1 O61ue cBeneHus

Crpykrypa Bl KCPC comepxuT crnenuaibHble IMOJsS B TaOJIHMIIaX CHCTEMHBIX 3JIEMEHTOB
(TB_SYS_ELEMENTS) u snemenroB 3amensl (TB_REMOVABLE_ELEMENTS): STATUS u
STATUS_DESC. 3navenus »tux noJjeii 3anonuser KM npu nomoum BezoBa npouenyp b/ KCPC,
o06o3HaueHHBIX curHarypoir SNMP_SET.

ITone STATUS Ttabmuuer TB_SYS ELEMENTS 3amonssieTcsi, MCXoas W3 COCTaBIISIOIIMX
cucteMHbIi anemeHT crarycoB Tabmuiel TB_REMOVABLE _ELEMENTS, nmo dopmyne: craryc
CHCTEMHOTO 3JI€MEHTa — 3TO MAaKCHMAJbHOE I0 BEIUYMHE 3HAYCHHE CTATyCOB €ro SJIEMEHTOB
3aMeHbl. 3HAYEHUS CTaTyCOB CUCTEMHBIX JIEMEHTOB OIPEIEISIOTCS TaK:

STATUS STATUS DESC
0 Normal (Hopma)
Warning notify (Ilpenynpexaenne)
Warning alarm (IIpenaBapuiitHoe cocTOsIHUE)
Fail (ABapus)
Absent (Her otsera o craryce)

AWIN|F

Jnsa cnenududeckoir 00pabOTKH COOBITHI OT KOHKPETHOTO OOOpYIOBaHUS, MCXONIsS U3 TUIA
cucteMHoOro iemMenTa, B Tabmuie TB_SNMP_LOGIC nomxHa ObITH 00BsSIBIICHA COOTBETCTBYIOIIAS
npolieaypa. ITo Mpoleypa peaan30BbIBACTCSA B JMHEHHOM Kojie 0e3 moamporpamMm Ha si3bike php.

9TOT KOO MOXKCET OBITH HallMCaH, HAITIpUMCP, TaK:

//.1.3.6.1.4.1.120312.1.4.1.1.0

//Global status:

//0 - OK

//>0 - error

$gStatus = NULL;

if (isset( ['.1.3.6.1.4.1.120312.1.4.1.1.0'1))
$gStatus‘['.1.3.6.1.4.1.120312.1.4.1.1.0'];

if (isset($gStatus))

{
$0ld status=$gStatus [[JRENCIAIUSH | ;

Sstatus = 4;

if (is_numeric ($gStatus|
$status = ($gStatus| 1=='0"'") 2 0 : 3 ;

if (Sold status!==S$status)

{
$des_status = ($status==0) ? 'Normal' : 'Fail code '.$gStatus [NEHOEN ;
returnREStatus ($gStatus [-J , $status, $des_status) ;

}

}

//.1.3.6.1.4.1.120312.1.4.2.1.8.X
//LK status (X=0..3 - position):
//INTEGER VALUE=0..499
//0 - OK
//>0 - error
for ($1=0;%1i<4;Si++)
{
SgStatus = NULL;

if (isset( ['.1.3.6.1.4.1.120312.1.4.2.1.8.".8%11]))
SgStatus = ['".1.3.6.1.4.1.120312.1.4.2.1.8."'.%1];
if (isset($gStatus))

{
$0ld status=$gStatus [JRENCIAIOSH | ;

$status = 4;
if (is_numeric ($gStatus [[NABOEE]) )
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$status = ($gStatus [[NEESEYI-='0") 2 0 : 3 ;
if (Sold status!==$status)
{
$des status = ($status==0) ? 'Normal' : 'Fail code '.$gStatus [[NEUOEN ;
($gStatus [-] , $status, $des_status);

Jlanubiii dparMeHT Koma peanuszyeT oOpabotky usmeHeHuss SNMP-nepemennoit ¢ OID=
.1.3.6.1.4.1.120312.1.4.1.1.0. Crincok 3amuceit $IN_DATA[<OID>] comepxuT CTpYKTYpbI BH/A:

array("VALUE' =>"%1", 'RE"' => %2, 'RE_STATUS' => %3)

rae "VALUE' — HoBoe 3HaueHue nepemenHoi, 'RE' — yHukanbHbIi naeHTHUKATOp IeMEHTa
3amenbsl 1 'RE_STATUS' — mpenpiayiiee 3HaueHHWE Kojaa cTaryca JIeMeHTa 3aMmeHbl. [[is Toro
4T00BbI BepHYTh B KM 3HaueHne HOBOTO cTaTyca 3JIeMEeHTa 3aMEHbl HEOOXOIMMO BbI3BaTh 3apaHee
ompenenéunyo  ¢Gyakmuo  returnREStatus (<uapentudukarop s7aeMeHTa  3aMeHBI>,<HOBBIN
craryc>,<HOBOE OIMCAHHME CTaryca>). DTy (YHKUHUIO KEJaTeJbHO BBI3BIBATH TOJIBKO B CIIydae
M3MEHEHUs CTaryca Ui ero OMucaHusl.

Ecnu craryc anemeHTa 3aMEeHbI H3MEHEH, TO CTaTyC CUCTEMHOTO MJIEMEHTa Oy/IeT aBTOMAaTHYEeCKU
yuteH u noakimodeHHsie K KM CTKY oneparuBHO nomyyar 3Ty uHGOpMAIUIo.
Cymectyer takxe Tabmuma TB. SNMP _COMUNITY, npenna3znadueHHas 1Jisi TOHKOW HACTPOWKH
napaMeTpoB JocTyma K cTeky mnporokona SNMP s ganHoro cuctemMHoro siaemeHta. Hinke
IIPUBEICHO ONMCAHUE T0JIeH ITOM TaOIUILIbI.

Ione Tun Onucanue

SE ID INTEGER Nnentudukarop CHCTEMHOTO JI€MEHTA.

COMMUNITY VARCHAR(64) Konooe cnoBo ansa nmpotokona SNMP 2c¢ (o
ymomuanuto — public).

PASSWD VARCHAR(64) [Taponb K KOJOBOMY CJIOBY (IIO YMOJYAHHUIO —
MyCTasi CTPOKa).

V3AUTH_PROTOCOL | VARCHAR(10) MeTtoa KoaupoBaHuUs 3ampoca aBTopu3anuu (1o
ymomuanuo — MD5).

V3LEVEL VARCHAR(12) VYpoBeHb 3amuThl. BO3MOXHBIE BapHaHTHI:

noAuthNoPrivjauthNoPriv]jauthPriv.
(mo ymomuanuio — NOAUthNOPriv).

V3CONTEXT VARCHAR(64) Hms koHTEKCTa aBTOpH3aluU (110 YMOTYAHHIO
— IyCTasi CTPOKA).

V3PRIV_PROTOCOL | VARCHAR(10) [Ipotokon obecrieueHust TPUBATHOCTH  (I1O
ymomyanuio — DES).

V3USER_NAME VARCHAR(64) [TpuBaTHOE MMS TIOTB30BATENS (IO YMOTYAHHIO
— IyCTasi CTPOKA).

V3PRIV_PASSWD VARCHAR(64) [Maponb npuBatHOCTH 1151 peskuma authPriv (mo

YMOJIYAHHIO — MYCTasi CTPOKA).

BBINONHATE  BBIICONMCAHHYIO HACTPOHKY HEOOXOIMMO B 2-X CIyYasX: €CIU HPUMEHSETCS
nporokoi SNMPV3 wu B SNMPV2 npumensiercst oruHblil ot public community.
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OcHoBoil (HapaBHe ¢ Jorukou, 3anoxeHHor B Tabmue TB_SNMP_LOGIC) cucremst
monutopunra B b/l KCPC sBisrores Habops! nporotunioB SNMP-niepeMeHHBIX, KOTOpBIE XpaHATCS
B Tabmuiie TB. SNMP PARAMS. Tabnuia uMeeT CIeayoIy CTPYKTYpY:

IMoae

Tun

Onucanue

PARAM_TYPE_ID

INTEGER

Nnentudukatop Tuna mnepeMeHHON (TIEpBUYHBINA
KJIIOY).

OID

VARCHAR(128)

SNMP OID onwucarenp B unciieHHOM dopMmare.

SE_TYPE_ID

INTEGER

Kon Tuna cucreMHoro syemMeHTa.

RE_TYPE_ID

INTEGER

Kon tuna niemenTa 3aMeHbI.

OID_BY_PLACE

SMALLINT

Ecnu 3nauenne He paBHo 0, TO mpu reHepanuu
peanbHOM nepeMmeHHol OID Oyxger mnocTpoeH ¢
yuetoM 3HaueHus PLACE y osnemenTta 3ameHa:
OID+’.’+(PLACE+ OID_BY_PLACE-1).

SCAN_STEP

INTEGER

[Tepron ckaHUpPOBaHUS MEPEMEHHOW (B CEKyH/aX).
Eciun  3Hauenue paBHo 0, TO mepemMeHHas
CKaHMPYETCsl eMHOXK/bl IPU CTapTe, a U3MEHEHUs
AOJDKHBI  JOCTAaBJIATBCA IIPU  IMMOMOLIIU COOBITHH
inform wu trap.

IS_ TRAP_OID

SMALLINT

Ecnu 3Hauenue paBHO 1, TO mepemMeHHasl SBISIETCS
omucareneMm cobObitus trap (inform) u He Oymer
CKaHUpOBaThbCsl HUKorza. B cioyuyae mnonydeHus
yKa3aHHOTO Tpama OyleT OCYIIECTBJICH Mepe3anpoc
BCEX IIEPEMEHHBIX JIeMeHTa 3aMeHbl. He ciemyer
JEKJIapupoBaTh  IMEPEMEHHbIE  TPamloB,  €CIH
npoueaypa MOJTHOTO nepecuéra 3HAYCHU U
NIEPEMEHHBIX HE TpeOyeTcsl.

METHOD

VARCHAR(16)

Meron  ckanupoBaHus — nepemeHHou.  dDopwmar:
<method>[_<version>]. =~ MeTtom, Ha  MOMEHT
HaNMCaHus JOKyMeHTa, — Toyibko get. Ecnm Bepcus
HE yKa3zaHa, TO 3ampoc get ¢opmupyercst B BepCHH
2c.

TIMEOUT

INTEGER

Bennuuna Ttaiimayta (B CeKyHJax) Mocjie KOTOPOTo
3arpoc NepeMEHHON CUNTAETCS] HEYCIEIIHBIM.

RETRY_COUNT

INTEGER

HeoOxomumoe KOMMYeCTBO TOMBITOK B Cydae
TaiimayTa.

DESCRIPTION

VARCHAR(128)

CHMBOJIBHOE ONHMCAaHKE IEPEMEHHOM.

Jananast

Tabiuna

SIBJISICTCA

HUCTOYHUKOM

JaHHBIX JJIsL Ta6J'II/ILIBI

JpyToi

TB_SNMP PARAM STATUSES. DOnemeHTbl 3TOW TaONUIBI CO3JAIOTCS aBTOMAaTHYECKU IpU

BO3HUKHOBCHHUM B CHCTEME OYCPCIHOIO DJJICMCHTA 3aMCHBIL.

Tabnuma wuMeeT ClenyIoNyIo

CTPYKTYpY-
IHone Tun Onucanne
PARAM |ID INTEGER Wnentudukarop nepeMeHHOM.
RE_ID INTEGER WneHTudukarop 3JeMeHTa 3aMEHBI.
LOG ID BIGINT N nentudukarop COOBITHS B CHCTEMHOM JKYpHAJIE.
OID VARCHAR(128) | Cm. TB_ SNMP PARAMS
SCAN_STEP INTEGER Cm. TB_ SNMP_PARAMS
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LAST_SCAN_MOMENT | TIMESTAMP ACTpOHOMHYECKOE BpEMsI MOMEHTa MOCJIEIHETO
CKAHUPOBAHUSI IEPEMEHHOM.

IS TRAP_OID SMALLINT Cm. TB_ SNMP PARAMS

METHOD VARCHAR(16) | Cm.TB SNMP PARAMS

TIMEOUT INTEGER Cm. TB_ SNMP_PARAMS

RETRY_COUNT INTEGER Cm. TB_ SNMP PARAMS

Takum o6Opazom, 3Hayenus TB _SNMP PARAMS 3aBogsaTcst m0pu perucTpanuyd THIIA
CHUCTEMHOTO AJIEMEHTAa M KOMIUIEKTOB 3JEMEHTOB 3aMeHbl. OCTallbHbIE NEUCTBUS MO MOJIYYEHHUIO
3HAYCHUI NIEPEMEHHBIX JTOJLKHBI OCYLIECTBITHCA aBToMarnuecku KM.

7.3 UuaukaTopsbl

Ha mo0yto coBokymHOCTh mepeMeHHBbIX (M3 Tabmuusl TB_SNMP_PARAMS) wmoxHO
«IIPUKPENUTH» UHAUKATOP, KOTOPBIN B AasibHeIeM OyneT otoopaxkarbest B CTKY otnenbHo.

Paccmotpum koH(pUTYypHpOBaHHE MHIMKATOPOB Ha mpumepe. [lycTs HeoOX0IuMo mepeMeHHY0
Ne4 (B Tabnue TB_ SNMP PARAMS nepemennas umeer arpudyr PARAM_TYPE_ID, paBuslii 4
n umeer OID= .1.3.6.1.4.1.120312.3.1.2.0) BbIBeCTH OTIEIHHBIM WHIUKATOPOM I CHUCTEMHOTO
anementa tuna «L{TPCy. Dra mepemenHnas oroOpaxaer craryc omeparopa tepmuHaina L[TPC u
MO>KET MPUHUMATD CIIEIYIOIINE 3HAYCHUS:

3Hauenne | Onucanue Craryc mHaMKaTopa

0 I'paduyeckuii uHTepdeiic (cepBucHoe | 4 - aBapus HEJOCTYMHOCTHU
npuioxenue) HTPC orcyrcTByeT TepMHUHAJIA.

1 Omneparop He 3aHAT coenuHeHusiMu (He umeeT | 0 - HOpMaIbHOE COCTOSHUE.
AKTUBHBIX Pa3roOBOPOB)

2 Omneparop 3aHsT pa3roBOPoM B paauod3dupe 0 - HOpManbHOE COCTOSIHUE.

3 Omneparop 3aHAT pa3roBOpoM Mo Ha3eMHOM cBsi3u | 0 - HOpMaIbHOE COCTOSHUE.

4 Omneparop 3abnokuposan L[TPC (orcyrctByer u | 1 - mpenynpexieHne HadaabHOTO
HE MOXET IIPHUHSITH BBI30B) YPOBHSL.

I[J'ISI 3aBCICHUA MHAWKATOpa HCO6XOI[I/IMO npoacath CICAYIOIMHUE OICpalun:

1. 3apeructpupoBars unaukarop B tTadbmuie TB_SNMP_INDICATOR_LIST:

IoJje Tun Onucanne
IND_TYPE_ID INTEGER Wnentudukarop THUMA WHAMKATOpA (MEPBUYHBIN
KITIO4Y). YHHKaJbHOE 3HAaueHHE TI0 TMOPSIKY OT
€IMHUIIBI.
NAME VARCHAR(128) Ha3zBanue Tuna nHAMKATOPA.
LOGIC BLOB SUB_TYPE 1 | Jloruka o6paboTKi HHAMKATOPA.
SEGMENT SIZE 4096

3arnonHseM MoJis, Halpumep, Tak:

Ioae 3HauYeHHE

IND TYPE ID 1

NAME Cratyc omeparopa LTPC

LOGIC //.1.3.6.1.4.1.120312.3.1.2.0
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//Status of terminal operator:

//0 - no operator present
//1 - operator free

//2 - operator on radio
//3 - operator on graund

//4 - operator blocked
SgStatus = NULL;
if (isset($IN DATA['.1.3.6.1.4.1.120312.3.1.2.0']))
SgStatus = $SIN DATA['.1.3.6.1.4.1.120312.3.1.2.0'];
if (isset($gStatus))
{
Sstatus = 4;
$des_status = 'Terminal isn\'t available for the operator';
if (is _numeric(SgStatus['VALUE']))
{
$status = 0;

if ($gStatus['VALUE']=='1")
{
$des status = 'Operator is ready for talk';
lelse
{
if ($gStatus['VALUE']=='2")
{
$des_status = 'Operator is used RADIO';
lelse
{
if ($gStatus['VALUE']=='3")
{
$des status = 'Operator is used GGS(PSTN)';
lelse
{
if ($gStatus['VALUE']=='4")

{
Sstatus = 1;
$des status = 'Terminal blocked by operator';
lelse
{
Sstatus = 4;
}

}
}
returnINDStatus ($gStatus['IND'], $status, $des_status);
}

JlanHblil (parMeHT Kozma peanusyer oOpabotky u3MmeHeHuss SNMP-nepemennoit ¢ OID=
1.3.6.1.4.1.120312.3.1.2.0 mis w3meHeHws uHAMKaropa craryca omeparopa LITPC. Cnucok
sanuceit $IN_DATA[<OID>] conepuT CTpyKTypbl BUjA:

array("VALUE' =>"%2", "IND" => %3, 'IND_STATUS' => %4, 'IND_VALUE" => '%5’)

rie 'VALUE' — HoBoe 3HaueHue mnepemeHHod, 'IND' — yHukanabHbI uaeHTHHUKATOD
unaukaropa, 'IND_STATUS' — mpensigymee 3HaueHue Koja cTaryca HMHJIMKaropa U
'IND_VALUE' — nmpenpinymiee 3HaueHne uHaukaropa. s toro uroosl BepHyTh B KM 3HaueHue
HOBOTO HHJMKaropa HeoOXoauMo Bb3BaTh ¢yHKImoo  returnINDStatus  (<unmentugukarop
WHJIUKAaTOpa>,<HOBBIM CTaTyC HHAMKATOpa>,<HOBOE 3HAUYCHHE WHAWKATOpa>). DTy (QYHKIUIO
KEJIaTeJIbHO BBI3bIBAThH TOJIBKO B CIly4ae U3MEHEHHs cTaTyca WM 3HaYeHUs] MHUKaTopa.

2. 3amodHUTH CHHUCOK THIIOB NEPEMECHHBIX, IO KOTOPBIM BBIYUCIACTCA WHAHUKATOP B Ta6nnue

TB_SNMP_INDICATOR_PARAMS:

IHose Tun Onucanue
IND_TYPE_ID INTEGER Wnentudukarop TUMAa MHAUKAaTOpa (BHEUIHMH KIIOY Ha
tabmuiry TB_SNMP_INDICATOR_LIST).
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PARAM_TYPE_ID | INTEGER Wnentudukarop Tuma MEepeMEHHONW (BHEMIHMH KIIOY Ha
tabmuy TB_SNMP_PARAMS).
Hanpuwmep, Tak:
Ioae 3HayeHue
IND_TYPE_ID 1
PARAM_TYPE_ID | 4

Teneps BHOBB 3aBeaeHHbIe LITPC OymyT uMeTh onucaHHBI HAMU HHIUKATOP.

7.4 )KypHaj MOHUTOPHHTIA

OCHOBHBIM XpaHMJIMILEM KypHasia MOHUTOpUHTa siBisgercs Tabnuua TB. SNMP_EVENT LOG:

oxe Tun Onucanue
LOG_ID BIGINT YHUKaJIbHBIA HACHTU(UKATOP 3aUCH B KypHAI.
RE_ID INTEGER WNnentuduxarop AJIEMEHTA 3aMEHBI,
OTHOCHUTEIIBHO KOTOPOTO IPOM3BE/ICHA 3alicCh B
JKypHAJI.
SE_ID INTEGER VM peHTuduKarop CHCTEMHOTO JIEMEHTA.
MOMENT TIMESTAMP MoMeHT  BpeMeHH, KOorja  3amuch  Obuta
MIPOM3BEJICHA.
LOG_TYPE SMALLINT Kon tuo coOertmss. Ha  maHHBIE  MOMEHT
OIpe/ieNICHbI CIIEYIOIINE TUIIBI COOBITHA:
0 - u3MeHeH cTaryc eMeHTa 3aMeHbI;
1 - mmenena nexkoropas SNMP nepemennas, 2 —
M3MEHEHO 3HaYeHHe HEKOTOPOTO MHIUKATOPA.
DESCRIPTION VARCHAR(4096) | CuMBoJIbHOE ONMCaHUE COOBITHSI.

BCG N3MCHCHUA CTaTYCOB QJICMCHTOB 3aMCHBI U I/IHI[I/IKaTOpOB COXpaHfIIOTCSI B Ta6J'H/IHe
TB_SYS_MONITORING_LOG:

IHone Tun Onucanne

LOG_ID BIGINT VYHUKaJIBHBIA UIEHTU()UKATOP 3aMUCH B XKYpPHAJ.

SE_ID INTEGER W neHTudukarop CUCTEMHOIO 3JIEMEHTA.

RE_ID INTEGER Wnentudukarop JJIEMEHTA 3aMEHBI,
OTHOCHTEJIBHO KOTOPOTO TPOM3BEIEHA 3aliCh B
KYpHAJL.

IND ID INTEGER Wnentudukarop MHAMKATOpPA.

MOMENT TIMESTAMP MoOMEHT BpeMEHU U3MEHEHUS CTaTyCA.

STATUS INTEGER HoBoe 3HaueHue craryca.

DESCRIPTION VARCHAR(2048) | Onucanue craryca.
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